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Abstract. Experimental aerospace projects often require flight vehicle platforms
for testing, such as high-altitude balloons, sounding rockets, unmanned aerial
systems (UAS), and CubeSats. The system telemetry transmitted by these ve-
hicles is crucial to understanding overall performance. A growing desire to im-
plement greater levels of system autonomy and Al-enhanced control into these
systems merits introducing rigorous safety analysis from formal methods tech-
niques, such as Runtime Verification (RV). RV depends heavily upon the accuracy
and robustness of the specifications it reasons over, and the task of developing a
comprehensive set of system specifications often poses a significant challenge.
To aid specification development for new systems, we provide an analysis on
the process of implementing RV into four real aerospace systems with increas-
ing complexity. We design and validate fourteen formal specifications for a real
high-altitude balloon mission and draw on three past formal specification efforts
on a sounding rocket, UAS Traffic Management (UTM) system, and CubeSat to
compare specification patterns and overlapping system needs. We identify four
common temporal logic subformulas for specifications within and between these
systems, providing metrics on development resources, frequency, and perceived
automation difficulty. We generalize our results and discuss considerations for
automatically generating formal specifications in aerospace projects.
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1 Introduction

Academic, industrial, commercial, and amateur entities profoundly use small aerospace
systems to perform small-scale, experimental research [24,30,45,46]. The intended ex-
periments and mission goals for these projects vary greatly, from testing experimental
hardware to evaluating cosmic radiation levels at progressive altitudes in Earth’s atmo-
sphere [34]. The process of building, designing, and flying these systems is a non-trivial
task despite their benefits of low cost and fast turnaround times. In practice, many de-
velopers meet unforeseen challenges and setbacks that can occur at practically any stage
of a given mission [3,26,47]. Conceivable problems are documented and well-known,
but developers generally have the means only to develop a baseline working system due
to limited resources, engendering a need for greater system autonomy.

Enabling small aerospace systems to monitor system faults automatically and in real
time provides the ability to trigger mitigation actions and optimize performance. Run-
time verification (RV) specializes in identifying fault signatures and provides a deeper
understanding of a given system’s behavior [35, 36]. Recent studies have explored the
integration of RV into autonomous aerospace systems, like sounding rockets [14], un-
manned aerial systems (UAS) [6, 13,29], and CubeSats [2, 12, 19, 33]. However, there
have been few efforts to understand the similarities and differences, along with scaled
complexity, in applying formal specification and RV to these systems [40]. It is cru-
cial to understand how mission needs compare within and across each system to elicit
formal specifications automatically for real-time verification of future designs.

We examine four real aerospace systems designed, developed, and flown/launched
independently: a high-altitude balloon, a sounding rocket, a UAS Traffic Management
(UTM) system, and a CubeSat. We contribute (1) formal high-altitude balloon speci-
fications and successful RV on the real dataset using the R2U2 RV engine [41], (2) a
comparative analysis and identification of patterns in aerospace system specifications,
and (3) a map for auto-generating formal specifications. The remainder of this paper
is organized as follows. In Section 2, we discuss the syntax and formal semantics of
Mission-time Linear Temporal Logic (MLTL), the common specification language of
these studies. Section 3 briefly outlines each of the four aerospace vehicles and their
mission profiles and discusses their respective telemetry data collections. Section 4 de-
scribes development and validation of formal specifications for a high-altitude balloon
system and scaling to larger systems. We provide metrics and comparisons of formal
specifications and patterns identified in all four aerospace systems in Section 5. In Sec-
tion 6, we discuss lessons learned and conclude with plans for developing more auto-
mated techniques to generate formal specifications.

2 MLTL Syntax and Semantics

We utilize mission-time linear temporal logic (MLTL) for all specifications developed
for the aerospace systems [17,38]. MLTL employs closed interval time bounds over
a set of bounded natural numbers on all temporal operators, rather than literal time
increments.

Definition 1. (MLTL Syntax) The syntax of a given MLTL formula ¢ comprised of
atomic propositions AP is recursively defined as such:
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¢ ==true| false |p| ¢ | p1 A2 [ d1V ¢2 | 010 | 010 | 1llrda | p1R 12

where p € AP is a Boolean and all ¢ are atomic propositions. The symbols utilized
in this syntax stand for the following: — is not, A is logical and, V is logical or, U; is
globally, {; is eventually, U is until, R is release. I is an interval [Ib,ub] from a lower
to an upper bound, where 1b <, ub, and 1b, ub € N [17,38].

As MLTL is derived from linear temporal logic (LTL), a majority of the semantics
are identical: false = true, ¢1 V @3 = —(—d1 A =), ~(P1Uzd2) = (1 Rz—d2)
and =0 ¢ = O;—¢. Note that unlike LTL, MLTL does not possess the next X’ operator
because it is logically equivalent to [J; 1¢ [17].

Definition 2. (MLTL Semantics) A MLTL formula ¢, over a set of propositions AP,
by a computation/trace w starting from position i (denoted as w, i |= ¢) has satisfaction
recursively defined as follows:

- m,i|=true
m, i |=piff p € 7[i]
- mil=-giff T, iF ¢
mi|=¢1 A ¢ iff m, 1 |= ¢
7,1 |= phix Upp up2 iff || > 1+ 1b and, there exists j € [i + b, i + ub] such that 7,
j|=¢2 and forevery k ; j, k € [i +1b, i+ ub], 7, k |= ¢1.

3 Aerospace Systems

We analyze and compare formal specifications for four separate aerospace systems: a
high-altitude balloon, a sounding rocket, a UTM, and a CubeSat. This section briefly
describes each system and the exigence for applying formal methodologies. We note
that, while each system here is progressively more complex than the last, this is not
indicative of aerospace systems as a whole. Additional information and visuals of the
telemetry datasets are available at http://temporallogic.org/research/A
erospaceSystems—-NFM22.

3.1 High-Altitude Balloon

The Make 2 Innovate (M:2:I) Laboratory, located at Iowa State University (ISU), de-
veloped a high altitude balloon as part of its High Altitude Balloon Experiments in
Technology (HABET) series [20]. The goal of this program is to design, build, fly, and
recover small payloads developed entirely by undergraduate students at ISU [20, 21].
This launch tested the functionality and accuracy of a NEO-M9N GPS module devel-
oped by SparkFun for use on future HABET projects. While the GPS module proved
capable, a handful of extraneous measurements were made that provided ground station
operators with inaccurate readings while the balloon remained almost stationary on the
ground. While not utilized during this launch, some balloon launch teams include on-
board mechanisms to pop, vent, or detach the balloon at a defined altitude (often either
for experimentation or to prevent further drift in upper atmospheric winds) measured
by the GPS [4, 10,23, 25, 32]. If such a mechanism had been used on this project, ex-
traneous measurements may have led to prematurely popping the balloon and thereby
ending the mission. Studies of this system do not exist in current literature.
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3.2 Sounding Rocket

The Cyclone Rocketry team at ISU developed a sounding rocket called Nova Somnium.
Nova Somnium flew at the 2019 Spaceport America Cup near Las Cruces, New Mexico
[8, 14]. Originally designed to reach an apogee altitude of 10,000 ft AGL, it carried
a telemetry system for data transmission back to a dedicated ground station, and an
aerobraking control system (ACS). During the launch, the ACS actuated prematurely
and resulted in a critical failure of the system. Development of formal specifications
and RV analysis of this system is described in greater detail in [14].

3.3 UAS Traffic Management System (UTM)

The UAS considered in the UTM project is an AeroVironment (formerly produced by
Pulse Aerospace) VAPOR 55 and is owned and operated by the University of Iowa’s
Operator Performance Laboratory (OPL) in Iowa City, IA [1, 6]. UAS are quickly in-
tegrating into the National Air Space (NAS) over the United States, and the Federal
Aviation Administration (FAA) expects their use to “expand rapidly” in the coming
years. Given that this increased air traffic will likely produce congestion and safety
concerns, there is a growing need to integrate UAS with intelligent, automated systems
for UAS Traffic Management. Previous studies mapped out RV implementations for
three separate aspects of the UTM framework: onboard the VAPOR 55, each ground
control system, and within the UTM cloud-based framework [6, 13].

3.4 CubeSat

The CubeSat, called the GEO-CAPE ROIC In-Flight Performance Experiment (GRIFEX),
was developed by the Michigan eXploration Lab (MXL) [16]. Launched in Decem-
ber 2015 from Vandenberg Air Force Base in California, GRIFEX is a 3U CubeSat
carrying a NASA Jet Propulsion Laboratory (JPL)-developed all-digital in-pixel high
frame rate read-out integrated circuit (ROIC) being tested for use on future space-
craft [5, 16, 27,31, 37]. Although CubeSats generally have mission lifetimes between
6 months to two years, GRIFEX has been in operation for over five years. Such an
abnormally long lifetime provides developers with unique data regarding performance
degradation due to solar and cosmic radiation. The majority of GRIFEX operations in-
volve manual processes and was not subject to rigorous formal methodologies during
its development phase [16]. Recent efforts characterized the CubeSat’s performance
degradation to provide further insight on methods for updating formal specifications
for a dynamically changing system [18].

4 Methodology

The four aerospace systems described above are reactive to their environments and
possess well-defined operational timelines; this merits a specification logic like Lin-
ear Temporal Logic (LTL) to provide finite-bounded reasoning for each system [22].
Mission-time Linear Temporal Logic (MLTL) encodes the system requirements generi-
cally with integer-bounded time steps that provide ease of mapping to real mission data,
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providing optional integer bounds on temporal operators [17,38]. MLTL has been used
in many industry-based research projects [2,6,7,11,13,14,15,18,28,38,39,42,43,44].

Past studies utilized a similar methodology to develop runtime specifications for
aerospace systems [6, 13, 14, 18]. We employ these techniques in developing specifi-
cations for the high-altitude balloon, constructing requirements in English from known
mission parameters and tracking system coverage to capture as many system constraints
as possible. We organize our specifications into the categories defined in [40]: operating
ranges (RNG), rates of change (RAT), relationships (REL), control sequences (CTRL),
and consistency checks (CHE). Our specification validation and debugging uses previ-
ously described methods [14].
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Fig. 1: R2U2 RV engine [41] monitoring for specification RAT3 of the HABET high-
altitude balloon. (a) The high altitude balloon’s measured altitude throughout the flight.
Half of the duration shown here is when the balloon was secured to the ground for final
checkouts. (b) RV output from the R2U2 tool, correctly identifying two faults when the
change in altitude between time steps exceeds more than 20 m. The GPS status for the
first fault was reported as high-integrity but is clearly an incorrect measurement. The
second fault occurred during balloon burst and descent.

To demonstrate the validity of this approach, we examine two specifications and the
resulting RV output, produced using R2U2 [41], from the HABET telemetry data ob-
tained during the balloon’s mission. Figure 1 shows multiple instances of off-nominal
altitude delta measurements. The altitude delta spike seen at the beginning of the time
series data occurred while the balloon was affixed to the ground and risked the bal-
loon’s systems popping itself, thinking apogee had been reached. The out-of-bounds
measurements of the balloon’s humidity sensor appear in Figure 2.

With runtime specification development efforts performed for each of the four aero-
space systems, comparing these separate processes is now possible. We primarily want
to understand how each system’s complexity affects the efforts needed to develop for-
mal specification sets and highlight four critical metrics: (1) specification number and
(2) type, (3) estimated development time, and a (4) measure of the perceived level of
difficulty in generating a specification. This latter metric, which we refer to as the Au-
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Fig. 2: R2U2 monitoring for specification RAT3 of the HABET high-altitude balloon.
(a) The high altitude balloon’s measured relative humidity throughout the flight. (b)
RV output from the R2U2 tool, correctly identifying two prolonged durations when the
humidity data is not considered accurate per the sensor’s datasheet bounds.

tomation Level (AL) provides a general subjective understanding of how easily a spec-
ification is elicited and consists of three separate rankings. These ranks are a simplified
version of the automation levels defined in past literature [9]. Specifications ranked AL
1 require a brief examination of a datasheet to generate and are comparatively easy to
extract and formalize. Additionally, most specifications with this ranking are depen-
dent only on component data sheets (rather than mission-specific parameters) and are
therefore easily applicable to other systems. One example of this rank would be a spec-
ification that dictates a temperature sensor must operate within its operating minimum
and maximum; this information is readily available in the component’s datasheet. Spec-
ifications with rank AL 2 require a small degree of user/developer input. These spec-
ifications require a minor parameter or range adjustment but are still reasonably easy
to generate. An example of this rank would be a specification describing the minimum
and/or maximum altitudes that an aerospace system should experience; these require-
ments vary by system. Lastly, specifications with rank AL 3 require a significant level
of user interaction. These specifications are the most difficult to produce. Generally,
specifications describing control sequences or mission phase durations fall under this
category. Table 1 displays the key metrics of the formal specifications developed for
each of the four aerospace systems.

5 Results

We identify four separate generalized temporal logic patterns from the analysis of the
aerospace system specifications. The atomic propositions in each pattern can take on
varying levels of complexity, ranging from a simple equality check to propositional
logic formulas containing multiple sub propositions (e.g., a0 : lal — (a2 || a3), where
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Table 1: Specification development summary for the high-altitude balloon, sounding
rocket, UTM, and CubeSat examined in this study. Development time estimates account
for time spent debugging and validating. The Automation Level (AL) metric provides a
measure 1-3 of the difficulty in eliciting specifications for each pattern.

Aerospace MLTL Estimated
System Spec Category Count Development Time AL1]AL2AL3

All specifications 14 13 person-hours 6 2 8

RNG Specifications 7 4 person-hours 6 0 1

\oe“ RAT Specifications 6 8 person-hours 0 6 0
‘b‘b\ REL Specifications 1 0 person-hours 0 0 0
CTRL Specifications 0 0 person-hours 0 0 0

CHE Specifications 0 1 person-hours 0 0 1

N All specifications 19 50 person-hours 4 7 8

3&9 RNG Specifications 6 14 person-hours 2 3 1

%Q'o RAT Specifications 6 15 person-hours 2 4 0

& REL Specifications 0 0 person-hours 0 0 0
%eé\ CTRL Specifications 7 21 person-hours 0 0 7
CHE Specifications 0 0 person-hours 0 0 0

All specifications 124 69 person-hours 30 87 7

RNG Specifications 80 12 person-hours 27 53 0

&@ RAT Specifications 18 18 person-hours 3 15 0

Q REL Specifications 18 18 person-hours 2 9 7
CTRL Specifications 8 21 person-hours 2 6 0

CHE Specifications 0 0 person-hours 0 0 0
All specifications 265 77 person-hours 180 | 25 60
¢® RNG Specifications | 149 39 person-hours 68 25 56

& RAT Specifications | 112 32 person-hours | 112 | 0 0

V@Q, REL Specifications 4 6 person-hours 0 0 4
o CTRL Specifications 0 0 person-hours 0 0 0
CHE Specifications 0 0 person-hours 0 0 0

al,a2,a3 are defined from system variable comparisons). Table 2 details metrics on
each of these patterns and their occurrences within the aerospace system specifications.

The first specification pattern, written as G[0, M](a0), appears the most frequently
in all four subsystems. The M bound specifies that the specification should hold true for
every time step of the entire mission. Specifications with this pattern are well suited to
enforcing operating ranges, bounding rates of change, specifying relationships between
variables, and checking for logical inconsistencies. Most G0, M](a0) specifications
are AL 1.

The second pattern, G[0, M|F'[0, N](a0), states that a0 must be true at least once
every N time steps, where N < M. This specification pattern is identical to G[0, M](a0)
when N = 0, but when N > 0 allows a0 to be periodically violated without violating
the specification. This provides the flexibility to handle anticipated stochastic or cyclic
behavior. These specifications usually fall into AL 2 or 3 due to the value of N typically
needing human definition.

The third pattern, G[0, M](a0 — F[0, N]al), represents a temporal relationship
between a condition (a0) and a behavior (al). Specifications with this pattern primarily
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encode control sequences. The sounding rocket ACS and UTM system provide air and
spacecraft control, so these specification sets benefit most from this pattern. Most of
these specifications are AL 3 due to the need for higher knowledge of mission event
sequencing and coordination with other systems.

The final pattern we identify, G[0, M](a0 — a0 U[0, Nl]al), places a temporal
constraint a1 on a0. Whenever the a0 condition is met, a0 must continue to hold until al
occurs, and al must occur within IV time steps of a0 first being met. Like the previous
pattern, this pattern primarily encodes control sequences and typically falls into AL 3.

Table 2: Metrics on the generalized specification forms described in Section 5. Under
“Aerospace System” we tabulate the number of specifications of each pattern for each
aerospace system case study.

Aerospace System

Specification Pattern Typical AL |Balloon|Sounding Rocket| UTM|CubeSat
G0, M](a0) 1 8 8 77 265
G[0, M]F[0, N](a0) 2 6 4 35 0
G0, M](ad — F[0, N]al) 3 0 5 6 0
G0, M](a0 — a0U[0, N]al) 3 0 2 0 0

6 Conclusion

The four common temporal logic subformulas we identify in the aerospace systems are
quickly and easily realizable as formal specifications. However, such aerospace systems
generally do not see the level of formal reasoning and validation that larger projects do,
owing to time and resource constraints. To fully bridge this gap, we suggest a tool that
will, given a list of parts/components on a designed mission, reference a database and
return a set of temporal logic specifications in the forms of the identified patterns; parts
databases already exist for common components and sensors. Development of this tool
would be non-trivial but would significantly aid formal specification development for
system developers who are not familiar with formal methods.
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