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The exponential growth of Big Data [1] presents both
an opportunity for disruptive innovations in many scientific
fields, and a tremendous challenge for system architects. For
example, today’s resource-constrained environments provide
a particular challenge for advancements in aerospace as, “the
bisectional bandwidth of future avionics platforms could easily
exceed Petabytes with video-based applications and possibly
reach the capacity of small data centers” [2]. Unmanned Aerial
Systems (UAS) are one of today’s hottest new-technology
domains yet the storage redundancy required for their safetycritical applications exceeds size, weight, price, and power
consumption limits [3], making the system too complex and
costly to fly. Space avionics vitally require fault-tolerant data
storage due to radiation and harsh operating environments;
combined with their very long mission lifecycles, “strategic
storage” is essential to reliably capture the big data produced
[4]. Indeed, NASA’s Solar Observatory produces over 1,600
gigabytes of data each day [5]. Collecting large volumes and
varieties of data is revolutionizing many areas of scientific
inquiry, including healthcare [6], genomics [7], urban-planning
[8], climate-science [9], economics [10], and more.
The counterpoint to the increase in our analytical and
predictive ability is the difficulty in dealing with the scale
of Big Data. According to the NASA Center for Climate
Simulation (NCCS), while computing needs have risen by a
factor of 300 in the last ten years, storage needs have risen by
a factor of 2,000 [9]. The NCCS called storage infrastructure
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Abstract—Big Data presents itself as a double-edged sword:
both promising and problematic. While large-scale data collection
and analytics are revolutionizing scientific discovery, they also
pose serious challenges for infrastructure in cost-constrained
environments. NASA’s Center for Climate Simulation named
data infrastructure the biggest problem facing climate science,
with the growth of storage needs outstripping the growth of
necessary computing power by 6.67x. New advances in intelligent
software-defined data centers (SDDCs) have the potential to
combat these challenges, but they must incorporate the ability to
optimize data dependence constraints quickly and performably.
We formally define data dependence constraints for Big Data
storage architectures, present automated methods for encoding
the system states of such architectures into constraints suitable
for SMT solving with Z3, and describe methods for efficiently
resolving our data dependence constraints to enable SDDCs.
We include proofs of correctness of our new constructions and
optimizations inspired by experimental evaluation.
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Fig. 1: Comparison of the cost per drive and per PB of storage
for several models of Western Digital hard drives.
one of the largest challenges facing climate scientists, and the
case is similar across engineering. Moreover, Big Data centers
are increasingly cost-constrained, e.g., by declining federal
funding, and must do more with fewer resources.
Fig. 1 shows hard drive costs as of Summer 20151 . While
reliance on enterprise-class drives was once common due to
the additional reliability supposedly afforded, purchasing 1PB
of enterprise-class drives can cost more than $86,000. By
comparison, the same budget will purchase more than 3PB
of storage using near-line drives. Other costs are inherent to
enterprise-class systems as well, including purchasing specialized motherboards, controllers, and power supplies, and hiring
dedicated support staff with the appropriate skill sets.
Another characteristic of modern storage systems in scientific and non-profit environments is the departure from
industrial best practices on thin provisioning: only enough
storage is purchased, installed, and configured to account
for the most immediate needs. This departure is motivated
by two primary factors. First is the impractical nature of
thin-provisioning. Big Data is often characterized by “bursty”
behavior in which data arrives in large bursts followed by
long periods of relative inactivity, such as when a spacecraft
passes an object of interest, “wakes up” to take a huge
volume of observations, and then lays dormant again for years
en route to its next observation. These bursty periods have
traditionally been difficult to predict. Failure to have enough
space provisioned and available can lead to the failure of
data delivery and result in either permanent data loss, or
possibly high costs associated with recollecting the data if
it cannot be staged for sufficient periods of time. Second
1 Prices
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Fig. 2: Example of new independent syndrome creation.
is the infeasible nature of thin-provisioning. In many costand resource-constrained environments, purchasing decisions
are motivated by a feast-or-famine mind-set. Equipment is
purchased infrequently in large quantities when the funds
are available, followed by long periods in which budgets are
limited, or not allocated for equipment. Elastic storage is also
infeasible for cost-constrained organizations due to the high
cost of ownership of more than $350,000 per PB per year,
more than 10 times the cost of the raw hard drives2 .
These factors combine to produce an environment in which
storage systems are over-provisioned for large fractions of
their life-cycle, and this over-provisioned space is poorly
utilized (if at all). Previous work [11], [12] showed that the
actions of users are imminently predictable and models can be
generated that can accurately make conservative predictions of
the likely future storage needs of a system, even accounting for
bursty behavior. Our previous work [13] created a new method
for efficiently computing independent reliability syndromes
that utilize over-provisioned disk space to create dependence
relationships in the data that can be exploited for reliability.
We demonstrated how to practically reason about large-scale
systems via encoding dependencies as a specialized variation
of the well-known n-queens problem and using an SMT solver
to produce strategies for maximizing reliability. Importantly,
this up-to-exponential increase in data reliability comes at no
additional cost.
In this paper, after some preliminaries in Section II, we
extend the results of [13], providing new, formal constraints for
that construction in Section III and some helpful proofs related
to their correctness, with respect to ensuring independence of
new reliability syndromes. We further detail an optimization
for our construction in Section III-A, and provide experimental
validation in Section IV. Section V concludes with a discussion of future directions.
II. P RELIMINARIES
A typical method for reliability syndrome generation is
XOR parity. In a situation such as that shown in Fig. 2, data
2 Costs
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may be made more reliable by creating a new dependence
between currently independent data. So given blocks a, b, c,
and d stored on separate physical hardware, a new block
z = a⊕b⊕c⊕d can ensure that if any block is lost, for example
c, it can be easily recreated as c = a ⊕ b ⊕ d ⊕ z, adding to the
reliability of the underlying file system [14]. Reliability can
be further extended through the use of Galois fields [15], and
in theory with erasure codes [16], however codes patent encumbrance has effectively removed performable erasure code
algorithms from use [17]. In practice this means for any set
of initially dependent data, reliability can be increased (given
sufficient space) via creation of two independent syndromes.
Additional reliability syndromes can be allocated using
additional blocks not already linked through a syndromerelated dependence, such as a, f, k, and p in Fig. 2. The
difficulty inherent in allocating these new syndromes is ensuring independent sets of blocks can be identified, along
with independent free space in the storage system. As the
storage system becomes fuller over time, the difficulty of
this problem increases exponentially, necessitating efficient
solution techniques.
We consider three types of data dependence relationships
in our analysis. The first are file dependence relationships.
We consider data in our file system as divided into blocks
(typically of fixed size) with each file φ being composed of
a set of blocks Bφ = {bφ0 , bφ1 , . . .}. Blocks that are part of
the same file have a file dependence relation represented by
R(φ) such that for some bi , bj , bi R(φ)bj if there exists some
φ composed of Bφ where bi ∈ Bφ and bj ∈ Bφ . Secondly,
we consider reliability dependence. Such a dependence, represented by R(σ), exists between blocks bi , bj if both bi and
bj participate in reliability syndrome σ. Thus if there exists
some σ such that σ = bi ⊕ bj ⊕ . . . then bi R(σ)bj . Lastly,
we consider deduplication dependence relationships. These
relationships are much like those found in file dependence
relationships, and can be defined in the same way, differing
only in that for a deduplicated block bi there can be multiple
files in which it participates in dependence relationships, so
bi ∈ Bk does not preclude that some Bl also exists such
that bi ∈ Bl , l 6= k. For convenience, we will also use
the notation R without subscript to indicate the presence of
any dependence relationship, regardless of the type. These
relationships become important when defining a new syndrome
σ 0 to protect some block bp . When defining σ 0 as a set of
blocks {bp , b0 , b1 . . .} such that σ 0 = bp ⊕ b0 ⊕ b1 ⊕ . . . it is
important to pick blocks such that for bi ∈ {b0 , b1 . . .}, bi Rbp
is false; otherwise the new syndrome will not provide the
expected improvements to reliability as independence is a
fundamental assumption for syndrome construction.
We propose a solution to this dependence problem, with
the aim of increasing reliability in over-provisioned storage
systems without additional hardware. Our solution is based
on a new method for encoding system reliability goals as
a variation of the n-queens problem; formulating system
constraints in this way enables efficient solution via a Satisfiability Modulo Theories (SMT) solver. SMT extends classic
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Fig. 3: Dimensions of a Latin squares board.
satisfiability; it is a decision problem for logical first order
formulas with respect to combinations of background theories,
including the uninterpreted functions integral to our solution.
Z3 [18] is an efficient, freely available SMT solver that has
been successfully used in industry [19]. We chose it for our
implementation because it supports all of the SMT logics
while consistently placing highly in nearly all categories of
the annual SMT-COMP rankings [20]. Encoding our reliability
goals as constraints for SMT solving brings the advantage
of efficient, automatic solution constructions. A satisfiable
assignment from Z3 then represents a strategy for defining
SDDCs on our disks that meets our reliability goals; a result
of unsatisfiable is proof that no such strategy exists.
III. A F ORMAL P ROBLEM R EPRESENTATION
In this section we provide a formal representation of our
problem accompanied by some helpful proofs, define our
representation, and provide constraints for use in SMT solving
that allow the production of strategies for reliability improvement, if any such strategy exists. Our solution is intuitive and
easy to validate as the n-queens problem is a classic way to
represent such a constraint satisfaction problem [21], [22]; nqueens variations are common benchmarks for SMT solvers
[23], so it is easy to choose a good solver. We represent our
problem in the domain of a Latin-squares [24], [25] variant of
n-queens problem (using multiple levels of the Latin-squares
board to represent separate, yet dependent, subproblems) using novel variant queen types with unique attack domains,
and population constraints. In our representation, the board
represents the physical disk media with each column in the
Latin-squares board representing a separate physical disk.
Definition 1 (Board). For ease of representation, we utilize a
three-dimensional matrix: a Latin squares variant of n-queens
with the dimensions L levels, R ranks, and F files, as shown
in Fig. 3. A board is a set of L · R · F squares indexed xl,r,f ∈
X. Each square has a variable assignment from a finite set
V = Q ∪ A ∪  that represents its state, where Q is a finite set
of symbols representing queens of three types, A is a finite
set of symbols representing squares under attack by each type
of queen, and  is an empty square.
We use the term column to indicate a set of variables XC ⊂
X where r = a, and f = b, for some a ∈ R and some b ∈ F .

Given an array of R · F disks arranged into traditional
RAID groupings of F disks per group, each level of the
board represents a separate constraint satisfaction problem for
a separate set of data associated with a given physical disk.
Specifically, L = R · F with level li representing the problem
associated with disk r·R+f , or (r, f ). For each set of data on a
given physical disk we construct the initial data dependencies
by assigning queens and their attack domains to the variables
representing a given level.
Queens, and the squares they attack, are used to represent
dependence relationships between data on the physical disks
represented by the board. We characterize the squares that a
queen is said to attack as the attack domain of the queen, and
the combination of squares that a queen occupies and attacks
as the attack set.
Definition 2 (Queen). A queen is a symbol from the set Q =
{∆, Λ, Γ}, which can be assigned to any free variable. The
three queen symbols differ in their allowed attack domains
and are called degenerate queens (∆), linear queens (Λ), and
indirect queens (Γ).
Initial conditions for our data dependence constraints are
constructed using two special types of queens, degenerate
queens and linear queens that differ from the standard queens
of the classical problem in terms of their attack domains.
Definition 3 (Attack Domain). The attack domain of a queen
at position xl,r,f is defined by its position, and a set of
additional squares called it’s Attack Set given by the set Sl,r,f .
This attack domain, Dl,r,f = Sl,r,f ∪ xl,r,f , represents every
square a queen attacks or occupies.
Definition 4 (Attack Set). An attack set is a set of variables
Sl,r,f assigned labels from the set {λ, γ} to designate they
are attacked by a queen such that ∀si ∈ Sl,r,f , si = λ iff
xl,r,f = Λ, and si = γ iff xl,r,f = Γ. Note that there is
no attack set associated with a degenerate queen (xl,r,f = ∆)
because the attack domain of a degenerate queen contains only
the square containing the degenerate queen itself.
Constraint 1 (Linear Queen Attack Set). The attack set of
a linear queen assigned to variable xl,r,f must be such that
either Constraint 1.1, 1.2, or 1.3 are satisfied. The size3 of a
linear queen’s attack set is always equal to F − 2 and must
satisfy Constraint 1.
Constraint 1.1 (Constant File). The attack set of a linear
queen at xl,r,f satisfies the Constant File constraint iff ∀si ∈ S
the file of si is equal to f .
Constraint 1.2 (Constant Rank). The attack set of a linear
queen at xl,r,f satisfies the Constant Rank constraint iff ∀si ∈
S the rank of si is equal to r.
Constraint 1.3 (Unique Rank and File). The attack set of
a linear queen at xl,r,f satisfies the Unique Rank and File
3 Both for simplicity and performance reasons, we assume that any
additional protection provided uses the same RAID configuration as default
RAID groupings. This assumption can be relaxed without loss of generality.

Definition 6 (Population Constraint Board). In addition to the
defined set of L · R · F variables that make up the board, we
add a set P of R · F such that ∀pr,f ∈ P, pr,f ∈ N, and call
this set of constants the population constraint board.
The population constraint board tracks the available freespace per physical device, and constrains the total placement
of indirect queens within a column.

Degenerate Queen Attack
Domain

Linear Queen Attack
Domain

Block to be protected

{

RAID Group

Constraint 3 (Column Indirect Queen Population Limit).
Each column may be assigned a population limit pr,f ∈ N.
The total number of all indirect queens within that column
must not exceed this limit. We generate R · F new constraints
for each combination of unique r and f such that r ∈ [0, R−1]
and f ∈ [0, F− 1]

X

(xl,r,f = Γ) ≤ pr,f
l∈[0,(R·F )−1]

Deduplicated Blocks

Indirect Queen Attack
Domain

Initial Constraints Example

Fig. 4: Attack domains of the three queen types, and an
example of initial constraints of linear and degenerate queens.
constraint iff ∀si , sj ∈ S the file of si (fsi ) and sj (fsj ) are
such that fsi 6= f, fsj 6= f, and fsi 6= fsj , and the rank
of si (rsi ) and sj (rsj ) are such that rsi 6= r, rsj 6= r, and
rsi 6= rsj .
We then try and find a solution that satisfies all of our
constraints, which allows us to place P or more indirect
queens on our board, where each indirect queen represents
a new syndrome to be allocated for reliability, and its attack
domain represents the new data dependencies associated with
that syndrome.
Definition 5 (Indirect Queen). An indirect queen is represented by Γ and has the corresponding attack symbol γ. The
size4 of an indirect queen’s attack set is always equal to F − 2
and must satisfy Constraint 2.
Constraint 2 (Indirect Queen Attack Set). The attack set of
a linear queen assigned to variable xl,r,f must be such that
∀si , sj ∈ S the rank of si (rsi ) and sj (rsj ) are such that rsi 6=
r, rsj 6= r, and rsi 6= rsj .
Each indirect queen is able to provide both XOR parity, and
Galois field parity for its attack domain, provided the disk has
available space. This space constraint holds for an entire column as well, as each column represents a single physical disk.
This necessitates the representation of column-wise population
constraints in the form of a population constraint board.
4 Making

the same assumption as with linear queen attack sets.

Constraint 4 (Non-intersection of Attack Domains). In addition to the constraint that no queen fall within the attack
domain of another queen, we further constrain the problem
by specifying that no attack domain may intersect the attack
domain of another queen.
Theorem 1. Due to our construction and problem representation, Constraint 4 holds for any solution implicitly.
Proof. From Definition 1 a board is defined by a set of
variables, X where variable has a single assignment from V .
In a satisfying assignment, no queens attack each other or have
overlapping attack domains. Because all variables must have
exactly one assignment from V two queens of different types
may not both have a square assigned to their attack domains.
Thus the only case where two queens might overlap is when
they are of the same type. From Definition 5 and Constraint
1 we know that a valid assignment for a board must contain
F −2 [13] squares in the attack set of any queen, so if there are
N queens of a given type on a board there must be N (F − 2)
squares assigned to their attack domains. If two queens of
the same type had overlapping attack domains, fewer than
N (F − 2) squares would be assigned to the attack domains
of those queens, violating Definition 5 and Constraint 1.
We add a level protection requirement as a constraint to
specify that all disks are protected by at least W additional
syndromes per block on the disk that contains data.
Constraint 5 (Level Protection Requirement). For a given
level l, the sum of the number of all indirect queens on
that level must be greater than or equal to the protection
requirement W . We generate L new constraints for each
l ∈ [0, (F ∗ R) − 1] of the form
X
(xl,r,f = Γ) ≥ W
r∈[0,R−1],f ∈[0,F −1]

Theorem 2. The set of these constraints are both necessary
and sufficient to account for all dependencies and restrictions
necessary such that a solution to this constraint satisfaction

Proof. In order for a satisfying solution to improve the reliability of the underlying data storage system it must provide
at least W additional syndromes per block (i.e. satisfies Constraint 5), must fit within the available over-provisioned space
(i.e. satisfies Constraint 3), and for which all new syndromes
are independent with respect to the initial data layout and
each other (i.e. satisfies Constraint 4). Further more each new
syndrome must be built only from independent blocks with
respect to the files that contain them (i.e. satisfies Constraint
2) and blocks that are used in other newly allocated syndromes,
or which feature dependence on the block for which a given
level is solving (i.e. satisfies Constraint 4).
A. Improving Tractability Through Variable Domain Reduction
Theorem 3. Our problem representation can be simplified
without loss of generality or correctness through the collapse
of the variable domain into a smaller subset {∆, Γ, γ, }.
Proof. The problem can be simplified by realizing that as
a consequence of Theorem 1 we can collapse the variable
domain V into a smaller set without loss of correctness in our
solution. Since we require the SMT solver to return only a
placement of indirect queens, and their attack sets, in a way
that respects the attack domains of previously placed queens,
we need not differentiate those queens from their attack sets,
or from each other.
Definition 7 (Reduction relations on variable assignments).
We define a reduction relation over variable assignments.
xl,r,f → ∆ if xl,r,f ∈ A = {λ, ∆, Λ}
Definition 7 allows us to reduce the total set of possible
values a variable can be assigned by recognizing that the
importance of linear and degenerate queens, and their attack
domains, can be reduced to a single value representing a square
that a new indirect queen, or it’s attack domain, cannot occupy
due to Constraint 4
IV. E XPERIMENTAL R ESULTS
In order to validate our results we conducted experiments
with random initial system states for both population constraints boards, and data deduplication constraints, and with
data derived from our partners at the Illinois Natural History
Survey and Prairie Research Institute at the University of
Illinois at Urbana-Champaign. All experiments were run using
a single EC2 c4.large instance with 2 virtual CPUs and 3.75
GiB of RAM. We implemented our solver to print out the
resulting boards in a human readable format and hand checked
the results on select experiments for validation, also collecting
performance statistics for the Z3 solutions.
In our experiments the problem showed sensitivity to boards
with high probability of a given rank having low square
availability, with satisfiability dropping off rapidly, which

80
Execution time of Z3 in seconds

problem will be a valid layout for additional independent
reliability syndromes on a given file system, and that if no
such satisfying solution is found, none exists.
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Fig. 5: Comparison of runtimes between traditional n-queens
and our variant, vs. the number of queens placed on the board.
suggests the importance of algorithms for balancing overprovisioned space in SDDCs. This limit becomes critical
when many levels of a board are competing for the same
population constraints within a given rank. The constraint
satisfaction problem showed little sensitivity to deduplication,
however, with regions of unsatisfiability being smaller, and
only occurring with very high deduplication ratios that are
uncharacteristic of most real systems. The largely random
placement of deduplicated references in practice reduces the
probability of an unsatisfiable board. Constraint satisfaction
only became an issue at very high levels of deduplication,
suggesting that deduplication based dependencies are not as
difficult to account for as might be expected.
A. Compositional Solutions
A large potential issue in solving this variant of n-queens
is the exponential growth of run times with increasing size
of the disk array. As seen in Fig. 5, despite the difference in
attack domains for the queens used in our variant, the problem
still scales exponentially, and is in fact harder than traditional
n-queens. This is primarily due to the population constraints
per column, which tie all the boards together creating difficult
satisfiability problems for large numbers of queens.
The exponential growth in runtimes is concerning, as it
limits this solution technique to smaller storage systems, which
presents a problem given the exponential growth of Big Data.
Large-scale systems could potentially take infeasible amounts
of time to solve if solved directly. We tackle this problem via
a transformation of our problem into a series of independent
sub-problems that can be solved compositionally. We note that
in our experiments with the data provided by INHS that a
system with 160TB takes 74 seconds to solve, while a system
with two independent 80TB sub-systems can be solved in just
2.5 seconds per subsystem. Compositional solution provides
exponential improvements provided a proper decomposition
can be found. Such decompositions can be achieved through
rankwise slicing of the Latin-squares as shown in Fig. 6, which
respects all dependence relationships for traditional RAID
geometries. All relationships can be accounted for between
sub-models in a trivial fashion since their proposed solutions
will include only those ranks within a given sub-problem.

Fig. 6: A rank-separated level, suitable for reshuffling.
Ranks can then be sorted individually based on the columnwise population constraints associated with the rank, allowing
new Latin-squares boards to be created with as balanced
population constraints as possible to increase the probability
of satisfiability of the subproblems. Using such a solution we
are able to scale linearly with the size of our data center.
V. C ONCLUSIONS AND F UTURE W ORK
In this paper we have expanded on our previous work in [13]
by formalizing the mathematics behind our unique problem
definition, and the constraints inherent in data dependence
relationships, forming the crucial groundwork for SMT-based
data layout optimization and dependability augmentation in
SDDCs. Despite the difficulty inherent in the underlying problem, we provide a variable domain reduction semantic, and
compositional solution technique that reduce the difficulty of
the problem in practice to maintain feasibility of our approach.
We are working to implement our solution techniques using
a hardware-based middleware controller based on Z3. Given
Z3’s open-source status, it is a more feasible platform for
recompilation on specialized architectures and embedded solutions for real SDDCs. This controller will form the basis for a
system with the capabilities required to reshape incoming data
traffic in order to build the proposed dynamic allocations of
RAID groups in response to predictions for over-provisioning.
We envision additional extensions enabling data storage system designers to query our controller regarding hypothetical
disk configurations and data dependence constraints as they
design a new storage system, allowing for the optimization
of designs with respect to both robustness of the underlying
systems and the resulting cost trade-offs.
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