Cascading Solution of Data Dependence Constraints with Z3

Eric W. D. Rozier! and Kristin Y. Rozier?

Department of Electrical Engineering and Computing Systems!:
Department of Aerospace Engineering and Engineering Mechanics

2
2

University of Cincinnati
2600 Clifton Ave
Cincinnati, Ohio, 45221
Eric.RozierQuc.edu!,Kristin.Y.RozierQuc.edu?

Abstract

Large-scale data collection and analysis are revolution-
izing modern scientific discovery through the growing
fields of Data Science and Engineering, but Big Data
also poses serious challenges for infrastructure in cost-
constrained environments. NASA’s Center for Climate
Simulation named data infrastructure the biggest prob-
lem facing climate science, with the growth of storage
needs outstripping the growth of necessary computing
power by 6.67x. To combat this challenge new tech-
niques in Data Engineering are required to help sci-
entists, and other domain specialists, better handle the
growing data deluge. In this paper we present a novel
technique for efficiently improving the reliability of ex-
isting data storage systems without requiring additional
hardware. Our technique allows for the intelligent al-
location of additional reliability syndromes, in a prov-
ably independent manner, by formal analysis of the un-
derlying storage system using Microsoft Research’s Z3
Satisfiability Modulo Theories Solver (De Moura and
Bjgrer 2008}; [Koksal, Kuncak, and Suter 2011), and an
analysis of the dependence of the satisfiability of the so-
lution of successively more reliable systems by charac-
terizing the entropy and resource space of possible sys-
tem configurations. We provide experimental validation
of our techniques, showing its efficiency, and provide an
open implementation of our methods.

Introduction

The modern data deluge has presented engineers with a chal-
lenge in the form of exponential growth of data (Turner et al.
2014)). This challenge is a tremendous obstalce for would-
be architects of next-generation storage and data ware-
housing systems, but also presents a massive opportunity
for the development of data-driven disruptive innovations
in many scientific fields. For example, today’s resource-
constrained environments provide a particular challenge for
advancements in aerospace as, “the bisectional bandwidth
of future avionics platforms could easily exceed Petabytes
with video-based applications and possibly reach the capac-
ity of small data centers” (Blumenthal 2011). Unmanned
Aerial Systems (UAS) are one of today’s hottest new-
technology domains yet the storage redundancy required for
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their safety-critical applications exceeds size, weight, price,
and power consumption limits (Sababha, Rawashdeh, and
Sa’deh 2012), making the system too complex and costly
to fly. Space avionics vitally require fault-tolerant data stor-
age due to radiation and harsh operating environments; com-
bined with their very long mission lifecycles, “strategic stor-
age” is essential to reliably capture the big data produced
(Pignol 2010). Indeed, NASA’s Solar Observatory produces
over 1,600 gigabytes of data each day (Aeronautics and Ad-
ministration 2009). Collecting large volumes and varieties
of data is revolutionizing many other areas of scientific in-
quiry, including healthcare (Miller 2012), genomics (Howe
et al. 2008), urban-planning (Batty 2013)), climate-science
(Schnase et al. 2014}, economics (Chen, Chiang, and Storey
2012)), and more.

The challenge is then the counterpoint posed by the diffi-
culty in dealing with the scale of Big Data. According to the
NASA Center for Climate Simulation (NCCS), while com-
puting needs have risen by a factor of 300 in the last ten
years, storage needs have risen by a factor of 2,000 (Schnase
et al. 2014). The NCCS called storage infrastructure one of
the largest challenges facing climate scientists, and the case
is similar across engineering. Moreover, Big Data centers
are increasingly cost-constrained, e.g., by declining federal
funding, and must do more with fewer resources. In our pre-
vious research we have shown that many systems are often
overprovisioned due to the realities of funding decisions in
cost-constrained environments, and suggested that those re-
sources could be used for improving the reliability of the
underlying infrastructure with no additional hardware.

The key to this improvement involves the prediction of
changes in user resource needs, demonstrated in (Rozier,
Zhou, and Divine 2013) and (Bayram et al. 2015), which
allows overprovisioned space to be identified. Our previ-
ous work (Bayram, Rozier, and Rozier 2015b) created a
new method for efficiently computing independent reliabil-
ity syndromes that utilize over-provisioned disk space to cre-
ate dependence relationships in the data that can be exploited
for reliability. We demonstrated how to practically reason
about large-scale systems via encoding dependencies as a
specialized variation of the well-known n-queens problem
and using an SMT solver to produce strategies for maximiz-
ing reliability, and in (Bayram, Rozier, and Rozier 2015a)
we detailed the formal constraints necessary to layout these
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Figure 1: Latin Squares variant N-Queens representation of
our problem.

additional reliability syndromes in a provably independent
manner. Figure [T] illustrates our problem representation,
with each rank representing a pre-existing RAID reliabil-
ity group, each column representing an individual disk, and
each level solving the partially independent sub-problem of
forming a new reliability syndrome for blocks located on a
given disk.

In this paper we extend these previous results with a novel
algorithm for a cascading solver which helps to both maxi-
mize our ability to solve complex dependence problems in
real-time, by successively solving more difficult, but higher
reliability variants for syndrome allocation. Our methods
rely on two main innovations for our algorithm. The first
is a characterization of possible system configurations using
features of available resource levels and entropy as input to
machine learning algorithms to predict probability of satis-
fiability of a given syndrome allocation. Second is a divi-
sion of the problem’s formal constraints given in (Bayram,
[Rozier, and Rozier 2015a) on the basis of their relation to
our cascading problem in order to calculate partial solutions
which are universally useful for all subproblems using Z3.

Reliability Syndromes

Storage systems are often made more reliable through
the generation of syndromes creating dependence between
blocks in a file system through mechanisms such as RAIDS
and RAIDG, typically through the generation is XOR parity
blocks. Data may be made more reliable by creating a new
dependence between currently independent data. So given
blocks a, b, c, and d stored on separate physical hardware,
a new block z = a @ b @ ¢ & d can ensure that if any
block is lost, for example ¢, it can be easily recreated as
c=a®bdde 2z adding to the reliability of the under-
lying file system (Patterson, Gibson, and Katz 1988). Re-
liability can be further extended through the use of Galois
fields (Chen et al. 1994), and in theory with erasure codes
(Dimakis et al. 2007), however current patent encumber-
ance has effectively removed performable erasure code al-
gorithms from use (Henderson 2015)). In practice this means
for any set of initially dependent data, reliability can be in-
creased (given sufficient space) via creation of independent
syndromes as shown in[2]

In addition to the traditional RAID geometries used to

Figure 2: New virtual syndrome being created out of over-
provisioned space.

generate reliability syndromes we propose that new relia-
bility syndromes can be allocated using additional blocks,
provided they are independent, thus an unused block o on
a disk may be used to improve the reliability of some set of
blocks a, e, k by storing XOR or Galois field parity informa-
tion, i.e. 0 = a @ e @ k. The difficulty inherent in allocating
these new syndromes is ensuring independent sets of blocks
can be identified, along with independent free space in the
storage system. As the storage system becomes fuller over
time, the difficulty of this problem increases exponentially,
necessitating efficient solution techniques.

Cascading Algorithm

The primary aim of our new contributions is the efficient
solution of the problem of finding a large number of addi-
tional, independent, reliability syndrome allocation. Ideally
we would like to maximize the number of additional reliabil-
ity syndromes allocated per block in our system, character-
ized by the protection level q. As was shown in our previous
work (Bayram, Rozier, and Rozier 2015b), as ¢ increases the
time required to solve the underlying constraints increases,
and the probability of satisfiability of the underlying prob-
lem decreases. Solving for a small g helps ensure (but does
not guarantee) the problem will be satisfiable, providing an
answer which can be used to improve the reliability of the
underlying system, but limits the additional reliability im-
provement. Solving for a larger g increases the risk of unsat-
isfiability, and the runtime, forcing us to risk having to solve
for multiple g¢s in order to build highly reliable systems.

In order to maximize ¢ and minimize the runtime of our
solver, we propose a cascading solution algorithm which
characterizes the underlying space of possible problems and




uses this characterization to intelligently classify new prob-
lems from this space based on prior training data, and selects
a range of ¢ to solve for which maximizes the chance of sat-
isfiability, and the resulting reliability improvements, while
minimizing run time.

Storage System State Characterization

The first step in our method is to build an understanding of
possible file system layouts, and design a machine learning
approach that can build an accurate classifier using an easy
to derive set of features. For our features we chose the avail-
ability of resources in a given storage system and the entropy
of those available resources. The entropy of resource allo-
cation can be interpreted as a diversity metric. High entropy
systems are those with more uniform resource distribution.
Low entropy systems tend to have resources concentrated
on a few disks. Our hypothesis was that systems with higher
entropy, and more available resources would, in general, be
more satisfiable for higher protection levels.

Given that the underlying feature space is far too large
we conducted a random sampling of the feature space to
ensure coverage of various resource allocation levels, and
entropies. We utilized the Kumaraswamy distribution (Ku-
maraswamy 1980) due to it’s beta-like properties for cre-
ating distributions with varying skewness and kertosis, and
due to the closed-form nature of it’s inverted distribution
function (Jones 2009) to generate a thorough exploration of
the space of possible distributions for disk resources within a
pre-existing RAID stripe. By controlling skewness and kur-
tosis we were able to produce a number of different resource
entropies easily, to ensure even coverage of the underlying
space.

We found the underlying space to be highly seperable,
leading to a space which is easily used for constructing a ba-
sic classifier in the form of a lookup table which can be used
to estimate probability that a given protection level would be
satisfiable. Excerptd'|from these tables for per-block protec-
tion levels of 2 and 3 are provided in Figure

We observe from Figure [3| that the number of available
blocks per stripe for additional syndrome allocation can be
used to characterize the underlying system as either un-
satisfiable for a given protection level ¢, satisfiable for a
given protection level ¢, or probabilistically satisfiable for
a given protection level ¢g. In the case of probabilistically
satisfiable problem instantiations, the probability of satisfia-
bility generally increases with increased entropy of resource
distribution. Intuitively this is because the higher diversity
leads, more often, to a satisfiable solution when multiple
queens must compete for independent resources within a
given rank.

Cascading Solution for Successive Level
Protections

We utilize these tables to build a strategy for cascading so-
lution of successive protection levels. Given a set of real

'Complete  tables can be found at
dataengineering.org/research/NQueens
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Figure 4: Z3 assertions with Global Scoping
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Figure 5: Z3 assertions with Local Scoping

resource availability and entropy, we classify the underly-
ing system using the learned tables from Section , and find
some ¢, the largest ¢ for which we predict the system to be
probabilistically satisfiable, and g5 the largest ¢ for which
we predict the system to be satisfiable, and use these to de-
fine a range of protection levels, [g,, ¢s], for which we will
apply our cascading solver. Any q¢ > ¢, will be unsatisfi-
able, while any ¢ < g5, while satisfiable, will provide lower
reliability. As such, the optimal solution always lies within
[9p, qs]-

Our cascading solver takes advantage of Z3’s capability
to manage constraints in the form of a stack containing as-
sertions. This stack of assertions may contain nested scopes
which can be created and destroyed. We begin by creating
a set of assertions which apply globally to our problem re-
gardless of the protection level we wish to solve for, and
then create individual scopes for each ¢ € [gp,¢s]. The
global scope contains all assertions required to satisfy our
constraints which are independent of ¢, as shown in Figure
%l

Where d[r, f] is the number of resources available due to
overprovisioning for disk [r, f].

Each local scope contains those assertions which are de-
pendent on ¢, and are shown in Figure ]

We then solve for the global scope using Z3’s
SimpleSolver to establish the initial model of our prob-
lem, and use this initial model for our cascading solution for
the subsequent problems for ¢ € [g;, ¢5]. The problem cor-
responding to ¢ is known to be satisfiable due to the clas-
sification of our current system based on its resources and
entropy, and we can prove that some g, exists experimen-
tally due to the fact that for ¢ = 1 all possible systems are

“Where R is a deduplication dependence relation as defined in
(Bayram, Rozier, and Rozier 2015a)
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Figure 3: Satisfiability Probability Table Excerpts for r=5,f=4

satisfiable. This solution for g, guarantees that we will find
some (possibly non-optimal) solution, providing additional
reliability. We then solve the problems for the remaining
q € [gp, ¢s — 1] in ascending order (corresponding to higher
probability of satisfiability) until we find an unsatisfiable re-
sult.

Experimental Results

We evaluated the speedup of using the cascading solver on
an Intel Xeon E5-2620 processor, restricting the solver to a
single core over a broad spectrum of boards with varying en-
tropy and available resources for systems with initial RAIDS
protection of sizes 80TB to 360TB and have summarized the
runtime results in Figure[6]

Because of the large overlap in assertions not involving
q, and the successive restrictions caused by larger values
of ¢, we find large portions of the model created by Z3 are
reusable leading to faster solution times for successively in-
vestigated ¢, translating to speed ups from 1.3x to 2.3x ver-
sus naive solution. Further speed up is achieved through
using the satisfiability tables through the restriction of ¢ to
just the feasible subset [gs, gp] with probability greater than
zero of satisfiability.

Conclusions and Future Work

Our experiments have shown that the satisfiability of a given
system is well characterized by the simple feature space
composed of resource availability and entropy, and that us-
ing this characterization it is possible to quickly form a strat-
egy for cascading solutions of successively harder variants
of our N-Queens problem achieving speed ups from 1.3x to
2.3x. These speed ups make it feasible to solve our indepen-
dent syndrome allocation problem on inexpensive hardware,
while still meeting real-time deadlines for filesystem recon-
figuration.

Furthermore, our classification tables can also aid us
with the row-shuffling problem first introduced in
[Rozier, and Rozier 2015a). We have hypothesized in the
past that a good way to achieve additional speedups would
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Figure 7: Runtime of all cascading solutions for various stor-
age systme sizes.

be the compositional solution of smaller subsets of the over-
all filesystem. Given swift growth of runtime for our solver
as the size of the underlying storage system increases, as
shown in Figure [f] even with the better runtime of the cas-
cade solver, we can achieve even better speedups by limiting
the growth of the n-queens representation of our problem
through compositional solution.

Since the n-queens representation has a size of r2f2, it
grows as the square of the total number of disks in our under-
lying storage system. If we partition the underlying system
into fixed 7, f blocks, however, the growth of the problem
will be restricted to linear growth, if we can find a good par-
titioning. Given the independence of the ranks in our board,
the solution which is easiest to generalize would be to slice
the board into separate ranks, as shown in Figure [§]

These rows can then be combined into sub-boards for
compositional solution, optimizing for the highest average
satisfiable ¢ by classifying the boards which can be con-
structed from these rows, using our classification tables from
Section .

We are working to implement our solution techniques us-
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ing a hardware-based middleware controller based on Z3.
Given Z3’s open-source status, it is a more feasible platform
for recompilation on specialized architectures and embed-
ded solutions for real SDDCs. This controller will form the
basis for a system with the capabilities required to reshape
incoming data traffic in order to build the proposed dynamic
allocations of RAID groups in response to predictions for
over-provisioning. We envision additional extensions en-
abling data storage system designers to query our controller
regarding hypothetical disk configurations and data depen-
dence constraints as they design a new storage system, al-
lowing for the optimization of designs with respect to both
robustness of the underlying systems and the resulting cost
trade-offs.

Availability

We have made our implementation, all associated source
code, and data available under the terms of the Univer-
sity of Illinois/NCSA Open Source License E| at our lab-
oratory website http://trust.dataengineering.
org/research/nqueens/.
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