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1TB / (1,000,000/s) ~= 277 hours
1TB / (100,000,000/s) ~= 2.77 hours
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Mission-time Linear Temporal Logic (MLTL)
e |LTL over finite traces with bounded temporal operators
e Set of atomic propositions p,g € H P

e Logical operators: 1, A, V, —
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Mission-time Linear Temporal Logic (MLTL)
e |LTL over finite traces with bounded temporal operators
e Set of atomic propositions p,g € H P

e Logical operators: 1, A, V, —

0 1 2 3 4 S 6

Eventually <>[1,3] P

Globally | [ ], 51¢

Release | P @[2,5] q
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].
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T, T F <>[0,2]p

15



e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].

3 456 T8

T, T F <>[0,2]p T
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].

T 0 123 |4 5 6|78

» [l

T, T F <>[0,2]p T | T
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].

T 0601 2|3 4 5 6|7 8

;

= <>[0,2]P T T T
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].

T 0 |1

Y/

= <>[0,2]P T T T F
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].

T 06/1 2|3 4 5 6|7 8

Y/

n,rl=<>[02]p T T/ T/ F F T T T T
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e ILTL monitoring problem: Given an MLTL formula ¢@ and trace r,
compute the value of 7,7F ¢ for each 7 such that 0 <7< |7].

T 06/1 2|3 4 5 6|7 8

Y/

n,rl=<>[02]p T T/ T/ F F T T T T

e Require: MLTL monitoring algorithm that maximizes throughput.

A\

e Fast CPU Operations: Bitwise (~, &, |,”, >, <)

e Slow* CPU Operations: Arithmetic ( X, =), Branching
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

bv(p, n) = b where bli] = (p € xli])
bv(—@, ) = ~ bv(g, n)
bv(p Ay, ) = bv(g, ) & bv(y, )
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e Function bv(p, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

T 061 2 3 45| 6

:
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

T 061 2 3 45|67 8

:

r= 012345678
bv(p,m) = ObOO10000O11
bv(4d ,m) = Ob0O11600010
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

T 061 2 3 45|67 8

:

r= 012345678
bv(p,m) = ObOO10000O11

bv(~p, )=~ bv(p,r) = 0b110111100
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

T 061 2 3 45|67 8

:

r= 012345678
bv(p,m) = ObOO10000O11
bv(4d ,m) = Ob0O11600010

bv(PANYG , ) = bv(P,n) & bv(q,7) = ObOO0100OO10
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

T 061 2 3 45|67 8

:

= 012345678
bv(p,r) = O0bOO1O0C6O11
bv(q ,r) = Ob0011000106 7,7 E PAG

bv(PA] , ) = bv(P,m) & bv(q ,7) = Gb@@l@@@M
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b,=b,| (b;<K?2)
by=b,| (b,<4)
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b, =b,| (b;<K2)
by=b,| (b,< 4)

bV(O[a,b]qﬂ’ 71') — bk ‘ (bk << 2k)
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b, =b,| (b;<K2)
by = 192\ (192<< 4)

Largest k € N such that 2< (b —a+ 1)

DV(y 105 7T) = bk (bk <<@J
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b, =b,| (b;<K2)
by = b2| (b2<< 4)

Largest k € N such that 2< (b —a+ 1)

bv(.ﬂ) bk (bk <<@._ )‘
C\/

Size must be power of 2
(b—a+1=25
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b, =b, | (b <K 2)
by=b,| (b, 4)

Largest k € N such that 2< (b —a+ 1)

bv( 7) = bk. .\. (b, <<@\/‘
 ——

Size must be power of 2 O[a,b]gﬂ - O[c,d]O[e,f]Cﬂ

— Nk
(b—a+1—2) Where a=c+e and b=d+f
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
by=b,|(b;K?2)
by=b,| (b, 4)

Largest k € N such that 2< (b —a+ 1)

bv( 7) = bk. .\. (b, <<@\/‘
 ——

Size must be power of 2 <>[a,b]¢ = O[c,d]Q[e,f]qﬂ <>[0,9]§0 — <>[(),7]<>[O,2]§0
_ Nk
(b —d + 1 o 2 ) Where a = c + ¢ and b — d‘l‘f — 0[037]0[0’1]0[091](p
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
by=b,|(b;K?2)
by=b, | (hy< 4) gk

bv( ) = bk. .\. (b, < 25)
C\J

Size must be power of 2 <>[a,b]¢ = <>[c,d]0[e,f]¢ <>[0,9]§0 — <>[(),7]<>[0,2](p

- _ Nk
(b—a+1=2% Where a=c+e and b=d+f [(),7]<>[(),1]<>[(),1](p

log(k)



e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

r 0123/ 4, 5/6 7 89 10/11/12 15314 15/16/17
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e Function bHv(@, n):

e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

©

1

2

3

1

o

6

7

8

10

11

12

13

14

15

16

17

T

0123456789

bv(p,m) = by = ObOOOOAOO1O0
by =by| (by<1)= 0bOAEOAO1100

b,=b, | (b <2)= 0bOEAO11110606
bV(Q[og]P, n)y=by=b, | (b <4)=0b1111111100
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b, =b,| (b;<K2)
by=b,| (b,< 4)

by = by | (b <25
V(1o p®> @) = by | (b < leftover)
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

by = bv(p, 7)) K a
b, = by| (by<k 1)
b, =b,| (b;<K2)
by=b,| (b, 4)

by = by | (b <25

bv(<>[a,b]<0» ) = Uiy | Dy <q/

b—a+1)-2*
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

b, =bvy,7) K a b, =bg,n) KLa

b, = b% | (b% & (b% < 1)) b, = b% & (b% < 1)
b, =b, |, &b, <K2)) b, =b, &b, <2)

Yh

b = 1’91/,2 | (bw2 & (b% < 4)) I9¢3 = bgg2 & (b(p2 < 4)

Y3

_ k _ k
b, =b,|®, &b, K2%) bqpk+1 =b, & (b, <2

Yi+1
(b, & (b, < leftover))

bv((p%[a,b]yja 71') =b

Yi+1 Ple+1 Yi+1
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

b, =bg,n) KLa
b, = b% & (b% < 1)
1’%2 — 1’9401 & (z’o(p1 < 2)

I9¢3 — bgg2 & (b(p2 < 4)

— k
b _b¢k&(b¢k<<2)

Ple+1
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

b, =bvy,7) K a

by, = by, | (b, & (b < 1))
b = 1’91/,1 | (b¢1 & (bw1 < 2))

Yh

b = 1’91/,2 | (bw2 & (b% < 4))

Y3

— k
b, =b,|(b, &b, <2)

Yi+1
(b, & (b, < leftover))

bv((p%[a,b]yja 71') =b

Yi+1 Ple+1 Yi+1
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e Function bHv(@, n):
e Input: MLTL formula @, trace «

e Qutput: Bit-vector b of width |7|, where each bit b|i]
represents whether 7,1 F ¢

b, =bvy,7) K a b, =bg,n) KLa

b, = b% | (b% & (b% < 1)) b, = b% & (b% < 1)
b, =b, |, &b, <K2)) b, =b, &b, <2)

Yh

b = 1’91/,2 | (bw2 & (b% < 4)) I9¢3 = bgg2 & (b(p2 < 4)

Y3

_ k _ k
b, =b,|®, &b, K2%) bqpk+1 =b, & (b, <2

Yi+1
(b, & (b, < leftover))

bv((p%[a,b]yja 71') =b

Yi+1 Ple+1 Yi+1
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e MLTL Satisfiability Problem: Given a formula ¢, determine
if there exist a trace m and time 7 such that #,7F @.

d7.bv(ep, ) > 0
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e MLTL Satisfiability Problem: Given a formula ¢, determine
if there exist a trace m and time 7 such that #,7F @.

d7.bv(ep, ) > 0

e For each proposition p; in formula ¢, declare uninterpreted
bit-vector b, of width cplen(y).

e cplen(@) ~ sum of upper bounds of temporal ops in @.
® Cplen(0[0,3]0[0,2]p) — 5 + 1 — 6.

e Check if bv (qﬂ, JZ') is SAT, where bv(p,7n) =D, .

l
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e MILTL Online Monitoring: Trace 1s not given up—front, each
proposition 1is a never-ending stream of inputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(op,n).

e Shift in new values of p, re-evaluate bv(p,n), repeat.
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e ILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1is a never-ending stream of 1inputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1is a never-ending stream of 1inputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

7,0 1 2 3 4 5
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1is a never-ending stream of 1inputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

7 0 1 3 4 5

| E—
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1is a never-ending stream of 1inputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

7 0 1 3 4 5
| E—

JT
T= 012345

bv(p,m) = 0b001000
bV(O[o,z]p, 7) = 0bl11100606
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1is a never-ending stream of 1inputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

7 0 1 3 4 5 6
?

| E—
U

7= 0123
bv(p,m) = ObOO10O
bV(O[o,z]p, 7) = 0bl1106
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1s a never—-ending stream of 1nputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

T 0 1 2 3 4 5 6 7 8 9
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1s a never—-ending stream of 1nputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

T 0 1 2 3 4 5 6 7 8 9

N ——
JU
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1s a never—-ending stream of 1nputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

T 061 2 3 4 5 6 7 8 9

\____________n
JC
T= 456789

bv(p.r) = 0b001106
bV(O[o,z]p, 7) =0b111100
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e MILTL Online Monitoring: Trace 1is not given up—front, each
proposition 1s a never—-ending stream of 1nputs.

e Buffer values of p, treat this buffer as 7z, evaluate bv(g,n).
e Shift in new values of p, re-evaluate bv(g, ), repeat.

e Let ¢ = (gop, assume we evaluate n =4 verdicts at a time.

70 1 2 3 4 5 6 7 8 9 10

?

\____________n
Il
T= U567

bv(p,r) = ObOO11
bV(O[o,z]p, ) =0b1111
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Implementation

Stream Analyzer via Bitwise Reasoning

Formula

Output Stream
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Experimental Setup

e Took 5 pattern—-instantiated MLTL formulas with interval
sizes from 10 to 30.

e Generated random traces of length 1,000,000.

e Ran each tool over each formula/trace pair 10 times and
took the median throughput (total time/verdicts computed)

e Competition:
e R2U2: Online, real-time MLTL Monitor
e Hydra: Offline MTL Monitor
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Experimental Setup

Name Formula
Future | Qo0
Until PUo.1019
Ml“, pV ((—pUyi0p) vV Uio.107P)
Duration
Between (g Ao 10177 A 0[10,30]7') = ((2r 10001 A1)V U020 7P)
Precedence

Chain

0[10,10](40 A 0[0,51(41 A 0[0,5142 A (0[0,5]%))) - <>[0,10]P
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Throughput (10° verdicts/s)
o
l
L--

Future

Until

Min Duration

59

Between

Prec Chain
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e
-
I

Throughput (10° verdicts/s)
o
l
L--
ih-

Future Until Min Duration Between Prec Chain

10.52x faster than R2U2

60

4.96x faster than Hydra



220 -

200 -

e

Ol
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|

e

-

-
|

Throughput (10° verdicts/s)
Ol
S

B R2U2
B Hydra

B SABRe
B Raw input

Future Until Min Duration Between Prec Chain

10.52x faster than R2U2

61

4.96x faster than Hydra



Client B

Client A E Client C
rant/Reject

FK\\
Request\ Q

i
g
l

SIDTPIDA

SIDTPIDA

Nate Server

SABRe enables high-throughput
monitoring of MLTL formulas.
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Summary

e Defined a bit-vector encoding for MLTL formulas and traces.

e Applied the encoding to the MLTL monitoring and
satisfiability problems.

e Implemented monitoring algorithm in the new tool SABRe.

e Experimental evaluation shows superior throughput compared
to state-of-the-art online MLTL monitors (10x higher).
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Definition 2 (MLTL Semantics). The satisfaction of an MLTL
formula by a trace 7 at timestamp 7 1s defined recursively as:

m, T = p iff p € 7|7 m, T = iff T, T E @

T TEeANYIff 7,7 =y and 7,7 F 9

T, T = Quu iff 741 < || and 7,7 = ¢ for some 7 < ||
suchthat [+ 7 <:<u+T71

™, T = @ Uy o iff 7+ 1 < |m| and 7,7 = 7 for some
i < |m| suchthat |+ 7 <i<wu+ 7 and 7,5 = ¢ for all j
suchthat [ +7 < 7 <1
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